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Abstract: A simple setup of random number generator is proposed. The random number generation is
based on the shot-noise fluctuations in a p-i-n photodiode. These fluctuations that are defined as shot
noise are based on a stationary random process whose statistical properties reflect Poisson statistics
associated with photon streams. It has its origin in the quantum nature of light and it is related to vacuum
fluctuations. Two photodiodes were used and their shot noise fluctuations were subtracted. The
difference was applied to a comparator to obtain the random sequence.

Introduction

Random numbers are now needed in broad
spectrum of applications. These applications
range from computational methods needed in
simulations and programming like Monte Carlo
simulation to generation of encryption codes for
cryptography. Also these random numbers can
be used in commercial applications like lottery
games.

Many methods are used for random number
generation. Mainly these methods are based on
either simple mathematical techniques which
give pseudo random numbers or physical
sources that give truly random numbers. Using
pseudo random numbers or truly random
numbers depends on the application. Pseudo
random numbers are deterministic and periodic
and are not sufficient for recent applications of
guantum cryptography where unconditional
security is required. To achieve unconditional
security which is based on laws of quantum
physics true random numbers are needed. In
these  applications that use  quantum
cryptography true random numbers are essential

for random bases orientation change. The latter
means random change for photon polarization in
qguantum key distribution based on BB84
protocol and random change in analyzers
orientation in entanglement quantum key
distribution for Bell's inequality tests.

There are many physical processes that can give
unpredictable random phenomena such as beta-
particle emission from radioactive materials, the
random photon emission period from trapped
ions, the random spatial distribution of laser
photons, the random transmission or reflection
of photons at 50/50 beam splitter , shot-noise
fluctuations in an electronic circuit thermal
noise in resistors, frequency jitter of electronic
oscillators, photon emission noise [1], and
vacuum state [2]. Other sources for true random
number generation depend on measuring phase
noise of a single-mode laser [3] or dark pulses
thermally generated in single photon avalanche
photodiodes operating in the Geiger mode [4].
Most of these sources for random numbers
generation have not been widely used due to
their high cost, complexity, instability,
impracticality, low bit generation rate,
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precautions for those using radioactive materials
and sensitivity to mechanical alignment and
unequal detectors quantum efficiency for those
using 50/50 beam splitters and single-photon
detectors [2].

In this paper a simple low cost random number
generator is presented. The physical concept is
based on a physical random phenomenon, shot
noise. The shot noise is generated in two p-i-n
photodiodes as a result of equally dividing the
optical power emitted from a CW
semiconductor laser source. The photocurrent
fluctuations, shot noise, generated at the p-i-n
photodiodes are subtracted and the result is
compared to a threshold level to generate a
sequence of zeros and ones [5].

Shot Noise Theory

Shot noise was first studied by Schottky in
1918. He predicted that a vacuum tube would
have two intrinsic sources of time-dependent
current fluctuations. Noise from the thermal
agitation of electrons (thermal noise) and noise
from the discreteness of the electrical charge
(shot noise) [2,6].

Thermal noise has an electrical power of
4kTAfwhich is independent on f, white noise.

Here, k is Boltzmann's constant, T is the
temperature and Afis the effective receiver

noise bandwidth [7].

This noise power can directly be measured by
the amount of heat that is dissipated in a cold
reservoir. Alternatively, voltage fluctuations
themselves can also be measured. Their mean
squared value equals to 4kTRAf where R is the

resistor value [7].

Shot noise is an electric current that consists of a
stream of electrons that are generated at random
times. Even when a constant power is incident
on a photodetector, photons are absorbed and
electron—hole pairs are generated at random
time intervals. Current can be written in the
form [8],

1) =3, qh (t—t)=T+i.(8) ()

where,
g is the magnitude of the electron charge

t,is the arrival time of the n.; photon
Ngis the total number of electrons generated
over a fixed time interval T

h.(t) is the response function which governs

the shape of the current pulse produced by each
absorbed photon. It is normalized such that

i h(Ddt=1 )
h.(t) behaves like a delta function for most

photodetectors because the duration of each
current pulse is much shorter than T [8]

The average current I can be calculated as [9],

I= Z glh (t—t,) = Zﬂ%fdhf (t — t,)dt

where,
dt/Tzis the probability of a photon being

absorbed in the time interval dt
R.=N_./T; represents the average rate of

electron generation,

E.=nRy, wheren is  photodectector's

quantum efficiency and Ry, is the average rate

of photon arrival related to the incident power as
R*ph = P:'n."rhuo-

This leads to the relation [ = R,P,, , with
R.=mng/hu, is the responsivity of the
photodetector and v, is the photon energy.

The fluctuating part of the current,
i.(t) =1(t) —1 , is responsible for the shot
noise.

The average value for this current vanishes but
it has a finite variance. The fluctuating part
which is defined as shot noise is a stationary
random process whose statistical properties
reflects Poisson statistics associated with photon
streams [10].

Practically, i.(t) follows Gaussian statistics

whenever the number of photons involved is not
too small [11].

Shot noise is not generated at the receiver, it has
its origin in the quantum nature of light and it is
related to vacuum fluctuations. This means that
shot noise is a manifestation of the intrinsic
guantum nature of light and it sets the minimum
noise level for any photodetector [11].

From Equation 1, the autocorrelation function
for i.(t) can be calculated as,

(i)t + 1)) =g Bl (h (t—
tm) Rt —t, + )} —(h(t —tp )R (t— £, +
13)]

4)



Tawfeeq S. K., Iraqgi J. Laser A, 12, 1-5 (2013)

As the arrival times of photons are uncorrelated,
only the m = n terms contribute in the double

sum, assuming that the incident optical signal is
coherent [11].
In approximating h.{(t) with a delta function,

the autocorrelation function can be written as

[91,
(i-(Dis(t + 1)) = [ 5. (£) exp(2mifr) df(5)

where,

5.(f) = glis the spectral density of shot noise

Equation (5) represents an example of the
Wiener—Khintchine  theorem,  which is
applicable to any stationary stochastic process.
The spectral density of shot noise is frequency -
independent and is a two-sided spectral density
as negative frequencies are included in Equation
(6) [9].

If only positive frequencies are considered, the
one —sided spectral density becomes 2glg.

The noise variance, o7, is obtained by [9],
of = (i2(t)) = 2qIpAf (6)

The effective receiver noise
bandwidth Ajfdepends on the receiver's design.

It corresponds to the intrinsic photodetector's
bandwidth if fluctuations in the photocurrent is
going to be measured. If dark current is
considered, it will generate shot noise too. The
noise variance will be equal to [6],

of = {iZ(t)y = 2q(Ip + I)Af (7
Shot noise is a superposition of impulses

occurring at random times. For impulses with
same shapes, F(t), then,

I(t) =5 F(t— t;) (8)

The impulse shapes can be randomly
chosen,F(a,t), depending on a parameter a.

This means that 7{t) may be written as,
I(t) = X Flat — t;) 9

The parameters a; are chosen independently
from a common distribution. The times £; form

a Poisson sequence with rate n impulses per
second [11].

Experiment and Results

The suggested setup for generating a
sequence of random numbers is shown in Figure
1. Optiwave 9.0 software was used to analyze
our proposed setup. The setup consists of a CW
semiconductor laser source, a beam splitter, two
identical p-i-n  photodiodes, a difference
amplifier and a comparator. The setup was
tested for different values of the output optical
power of the CW laser source.

p-i-n photodiode

Semiconductor
CW laser source

camparator

Difference amplifier

Fig.1: The circuit block diagram

Changing the values of the output power of
the CW laser source gives different values for
shot noise that is generated in the p-i-n
photodiodes. As there is a 50/50 beam splitter
this means that the optical power from the CW
laser source is divided equally for each p-i-n
photodiode. The optical power received at each
p-i-n photodiode creates a photocurrent plus a
fluctuation current which is defined as the shot
noise. As discussed, this shot noise will be
randomly generated and will not be equal for
each p-i-n photodiode. The output of these p-i-n
photodiodes, which are electrical signals now,
are both applied to a difference amplifier in
order to cancel the photocurrents that is
generated as a result of detecting the optical
power emitted from the CW laser source by
subtracting them. As far as a 50/50 beam splitter
is used the difference amplifier should give zero
current. But a random value for the difference in
fluctuating currents will be obtained because
they are not equal and the result of subtraction
will not be equal to zero. This random
difference is applied to a comparator and
compared with a reference voltage of 0 V.A
logic "1" is decided if the output of the
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difference amplifier is larger than 0 V and a
logic "0" is decided when the output of the
difference amplifier is less than 0 V. The data
obtained was stored in a file to check the
randomness. A very simple test for randomness
can be applied to test the percentage of "0"s and
"1"s in the data obtained. To achieve
randomness, equal percentage (50%) for "0"s
and "1"s should be obtained. The number of
zeros or ones will change with different values
of the CW laser output power. This happens due
to the fact that the value of the shot noise
depends on the value of the optical signal
detected by the p-i-n photodiode. The CW laser
output power was changed from (0) dBm to (-
60) dBm. Best results were obtained, i.e., at
output power equals to (-20) dBm at which the
number of zeros and ones generated were
approximately equal, 50%. A MATLAB
program was written to check the sequence and
check the number of zeros and ones in the
sequence. The sequence saved was tested for
randomness by the ENT program that computes
the entropy, chi square, arithmetic mean, Monte
Carlo estimation ofrand the serial correlation
coefficient. The results were as follows, Entropy
=0.988115 bits per byte. Chi square distribution
for 257 samples = 0.15, and randomly would
exceed this value less than 95.8% of the times.
Arithmetic mean value of data bytes = 124.2179
(127.5 = random). Monte Carlo value for Pi is
3.141232.  Serial  correlation  coefficient
=0.0000037225 (totally uncorrelated = 0.0).
Figures 2 and 3 show the semiconductor CW
laser diode output power and output spectrum
respectively. Figures 4-6 show the waveforms
for the p-i-n photodiodes signal plus shot noise,
the output of the difference amplifier and the

random bits sequence obtained at the
comparator outout.
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Fig.(2):Semiconductor CW laser diode output power
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Fig. (3): Semiconductor CW laser diode output
spectrum

=]

=
[

E!”

Amplitude (a.u.)
5||.|

4=|.|

3=|.|

2§

2n sn gn M1n
Time (8)

Fig. (4): p-i-n-1 photodiode output signal plus shot
noise
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Fig. (5):p-i-n-2 photodiode output signal plus shot
noise
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Fig.(6): Random sequence generated at the

comparator output

Conclusions
A random number generation based on the
shot-noise fluctuations in p-i-n photodiode have
been built and checked. By using the ENT
program for randomness test, results showed
that randomness was at very acceptable level.
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