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Abstract: The demand for single photon sources in quantum key distribution (QKD) systems has necessitated the
use of weak coherent pulses (WCPs) characterized by a Poissonian distribution. Ensuring security against
eavesdropping attacks requires keeping the mean photon number () small and known to legitimate partners. However,
accurately determining p poses challenges due to discrepancies between theoretical calculations and practical
implementation. This paper introduces two experiments. The first experiment involves theoretical calculations of p
using several filters to generate the WCPs. The second experiment utilizes a variable attenuator to generate the WCPs,
and the value of pu was estimated from the photons detected by the BB84 detection setup. The second experiment
represents an accurate method for estimating the value of u because of using single photon detectors with high timing
resolution and low dark counts, in addition to using a Time-to-digital convertor with a bin size of 81 ps.

Keywords: single-photon detection, mean photon number, Poissonian statistics, time to digital conversion, weak
coherent pulses.

1. Introduction

In classical cryptography, Alice and Bob, two distant parties, use a communication channel to communicate
secretly in the presence of an unwanted third party Eve. The ultimate goal of secure communication is to
guarantee that information is completely preserved from unauthorized access. Information security can be
achieved theoretically by the one-time-pad (OTP) method if Alice and Bob communicate a long random
string that is kept secret from Eve. It should be noted that avoiding using the same key again is crucial for
the information security of the OTP method. This implies that the key may only be used once and must be
the same length as the message [1].

The OTP is considered a very secure method, but it has major drawbacks that have prevented it from
becoming widely used. The key distribution is the main problem. Since the security of the OTP depends
only on the secrecy of the key, the key distribution method must be at least as secure as the OTP itself;
there is no efficient classical method to fulfill this requirement [2].

Heisenberg’s uncertainty and the quantum no-cloning principles have provided a completely new
opportunity to facilitate the implementation of quantum cryptography. Using these physical properties in
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quantum mechanics enables the secure exchange of a random key, which can be employed alongside the
OTP scheme to be as close to unconditional security as possible [2,3]. This discovery led Bennett and
Brassard to develop the BB84 protocol for secure key exchange [4].

The first and most widely used QKD protocol is called BB84, after its inventors, Bennett and Brassard.
This is a prepare-and-measure protocol where Bob measures the quantum states after being prepared by
Alice for encoding. The implementation setup of the polarization-encoded BB84 is shown in Figure 1. The
photons are prepared by Alice with polarization selected at random from the following four states:
horizontal (H), vertical (V), diagonal (D), and anti-diagonal (AD). Bob receives the photons one at a time
via a quantum channel, which can be free space or optical fiber. Bob randomly selects Z or X basis (where
Z basis is for V and H polarization, and X basis is for D and AD polarization) to measure each photon’s
polarization state [5]. The steps of implementing the protocol are shown in Table (1)[6].
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Fig. 1: Typical system for quantum cryptography using polarization coding (LD: laser diode, BS: beamsplitter,
F: neutral density filter, PBS: polarizing beam splitter, A/2: half waveplate, APD: avalanche photodiode) [5]

Table 1. BB84 protocol steps [6].

Alice’s random bits 1 0 0 1 0 0 1 1 0
Alice’s sending basis R D R D D D D D R
Alice’s photon polarization : »f <> '\ f f K4 K( <>
Bob’s receiving basis D R R D D R R D R
Bob’s key bits 0 0 0 1 1 1

Bob checks the bases with Alice OK OK OK

Bob and Alice check some keys OK

bits randomly

Sifted key 0 1
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To guarantee the security of QKD systems, they must be performed with single photon sources. These
sources exhibit anti-bunching behavior and follow sub-Poissonian statistics. Thus, only a true single-photon
source emits one photon at a time [7]. A perfect single-photon source generates single photons with 100%
certainty, which means that there is a 0% probability of producing more than one photon or a vacuum state.
Single atoms, ions, molecules, and solid-state emitters like quantum dots, color centers, carbon nanotubes,
etc. These candidates have the potential to serve as sources for single photons. Despite the numerous efforts
that have been made toward achieving a perfect single-photon source, it is still a difficult and challenging
task [8]. These days, most QKD protocols utilize weak coherent pulses (WCPs) as an approximation to
single photons. While these classical states are simple to produce, a fraction of them may contain two
photons or more, which threatens the security of the key distribution process [9]. In brief, in the standard
BB84 protocol, only signals that originate from single-photon pulses emitted by Alice are assured to be
secure [10].

When attenuated laser pulses are employed as the source in the BB84 protocol. The vacuum components
reduce the signal rate since there are no photons to be detected by Bob. The single photon components work
perfectly, but the problem is in the presence of multiphoton components since each photon within the same
pulse has the same polarization information. These multiphoton components make the protocol vulnerable
to photon number splitting attacks, where Eve performs a photon number non-demolition measurement to
determine Alice’s multi-photon signals. Eve blocks part of Alice’s single-photon signals so that Bob does
not notice any change in the bit rate, steals one copy from multiphoton pulses, and sends the reminder to
Bob over a lossless channel. After Alice and Bob reveal their basis during the sifting stage, Eve will have
obtained complete knowledge about the key without being detected. However, decoy state protocols allow
Alice and Bob to prevent the hypothetical PNS attacks [11,12].

In this paper, we present an acceptable estimation of the mean photon number achieved from the
detected photons using the BB84 detection setup, which incorporates four single photon counting modules
and a time-to-digital converter. Furthermore, we have successfully reduced the number of filters needed on
the transmitter side to attain the necessary attenuation level for WCPs required in QKD systems.

2. Theory and concepts
Alice produces weak coherent pulses with a low mean photon number to approximate the single photon

Fock-states. These pulses follow the Poisson statistics. The probability that one finds » photons in a
coherent state is [13],

P(np) = e (1)
where p is the mean photon number.

In second-order approximation, we obtain,

P(0) ~ 1— u+“2—2 )
P(1)~ p — p? 3
P2~ & )

Accordingly, the probability that a non-empty pulse contains more than 1 photon becomes,

Q

1-P(0)-P(1) 2
P(Tl22|7’l>0)=1_—P(0) §+(u7) ®)
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The mean photon number can be practically calculated as follows,

_ _Pavg p (6)

l:’single

Payg canbe represented as [14],

Pavg =Nhvf )
Psingle =hvf 3
where

Pavg is the average power of the laser source.
Psingie 1s the average power of a single photon.
a is the level of attenuation.

N is the number of photons per pulse.

h is Planck’s constant (6.634 x 10734 J.s).

v is the frequency of the emitted photon in Hz.
f is the pulse repetition rate in Hz.

The number of photons per pulse is defined as,
N= ©)

Psingle

The attenuation level required to have single-photon generation is determined by,

_ l — p single

=N Pavg (10)
Weak coherent pulses can be realized by utilizing calibrated attenuators to attenuate the laser pulses. These
pulses are used in many implementations of QKD systems since they are extremely practical. One problem
with WCPs with a low mean photon number, i.e., when p = 0.1, is that 5% of the non-empty pulses contain
more than one photon[15]. Figure 2 shows the probability that a pulse of a coherent beam contains # photons
for p=0.1[16].

0.905

o
™

o
(=)

Probability p(n)

o
N

0.09
- 0,005 00002 37710  7.54-10°*
0 1 2 3 4 5
Number of photons »n

Fig. 2: Poisson distribution for 4= 0.1 [16]
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3. Experimental results and discussion

Two experiments were carried out to generate coherent pulses with a low value of u. The first one is the
traditional experiment that uses a laser source and optical filters. In the second experiment, a variable
attenuator is implemented, and the time to digital converter (TDC) is used in determining the value of p.
3.1. Generation of WCPs using optical filters and sheets of glass

Figure 3 illustrates the apparatus employed to produce WCPs using multiple filters and glass sheets. The
laser source used in the setup is the nanosecond pulsed laser (NPL64B) from THORLABS. The operating
wavelength is 640 nm, P, 4 of the laser source is 77 uW when it operated at / of 1 MHz with a pulse

width(t) of 5 ns. Neutral density filters (NDF) with a defined optical density (OD) were used. The OD
determines the level of attenuation of the NDF applied to the laser pulses. The OD is defined as,

OD = logy, (3) (11)

NDFs +Sheet of glass Power meter

00.0 W

Fig. 3: setup for generating WCPs, LD: pulsed laser source, NDF: neutral density filter.

The specification of optical filters used in the experiment are listed in Table (2).

Table 2. Specifications of optical filters.

Filter type oD Transmittance (T) No. of filters used
NES520B-A 2.0 0.01 2
NEI13B-A 1.3 0.05 3
NE06B-A 0.6 0.25 1

The total transmittance (7) of these filters is determined as,

T=Tygs208-4 X Tnesz08-a X Tng13—a X Tne13p—a X Tne13s—4 X TNEosB-2
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In our experiment, two sheets of glass were used with a total transmittance of = 0.155. The attenuation
obtained by these combination becomes, o= 0.01x 0.01x0.05X% 0.05 x 0.05 X0.25x 0.155 =4.843 x 10710,
Substituting the value of a in Eq. (6) will give a value of p=0.12. To have 1 photon in every 10 optical
pulses, i.e., u =0.1, Eq. (10) is written as [17],

0.1
@01~
Pingie =hv f=3.107x 107183 W
-6
= 0 — 247827486
3.107X10

(o1 =% =4.035x 10710

3.2 Estimating the value of the mean photon number from the WCPs detection

In this experiment, the QKD receiver based on the BB84 protocol, including the single photon counting
modules and the TDC, is used to determine an acceptable estimation for the required value of p. This
method can be exploited in cases where the power meter is not capable of measuring the low-level
attenuated light. Figure 4 illustrates the experimental setup for controlling the value of p to generate WCPs.
A combination of two NDFs (NE520B), a half-wave plate (AHWP05M-600), and a polarizing beam splitter
(PBS121) was used as a setup functioning as a variable attenuator. This allows us to create WCPs with the
desired mean photon number, denoted as . -

Alice Bob
T P a2z
NDF PBS ! Quantum channel | BS HWP
M |-| S : . ipQ1 :
HWP1 HWP2 : PHS ;
Variable attenuator : ! PBS MPD2 i
_______________________________________ ' ; —1 i
i TDC i
! MPD1

_____________________________________________

Fig. 4: setup for generating WCPs; LD: pulsed laser; NDF: neutral density filter; HWP: half-wave plate;
PBS: polarizing beam splitter; BS: beam splitter; SPCM: single- photon counting module; TDC: time to
digital converter

The rotation of the half-wave plate (HWP)) provides a complete range of attenuation, i.e., allowing for the
adjustment values of Fyy,4 to be varied from maximum to minimum. Specifically, when the HWP; is set
within the range of 0° to 45°, it is possible to achieve WCPs with lower values of the u. These WCPs were
then encoded with four different angles (0°, 22.5°, 45°, and 67.5°) for the BB84 protocol by using another
half-wave plate (HWP,) to represent bit values 1, 0, 0, and 1, respectively. The encoded photons were
transmitted through the quantum channel to the BB84 detection setup. The BB84 detection setup, including
four single-photon counting modules (SPCMs) series (ID100) with a dark count rate of less than 7 Hz and
40 ps timing resolution, and (MPD) with a dark count of one count per second and timing resolution of
tenths of ps, were utilized to detect the WCPs. These SPCMs were connected to a four-channel (id800-
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TDC, 8-Channel Time to Digital converter) with a bin size of 81ps for recording the number of detected
photons for a detection time window of 5ns. Figure (5) illustrates the counts registered by the four SPCMs
when HWP; was set at an angle of 33° which gives a low value of p.
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Fig. 5: The number of detected photons for HWP, angles of (a) 0, (b) 22.5, (c) 45 (d) 67.5, were: chl counts the
photons detected by IDQ1, ch2 counts the photons detected by 1DQ2, ch3 counts the photons detected by MPD1, and
ch4 counts the photons detected by MPD2.
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Kges can be estimated from the number of photons detected by four SPCMs [17]

Nrpe = Waes f Na (12)

Where
Nrpc is the number of detections per second measured by TDC.
Na is detection efficiency for SPCM.

Hdaes = (13)

The detection efficiency for each arm of the receiver setup can be calculated as,

Nai = 77c><77b;; XNBOb (14)
t

Where

Ne is the quantum efficiency of the SPCM.

Np; is the branching efficiencies, defined as the probability of a photon reaching a specific SPCM,

where 1= 1,2,3,4 for the four branches of the BB84 receiver.

NBob 1S the transmittance of Bob components.

. oo . Precei
Ne  is channel transmissivity determined as, where 1, =—reeed

Ptransmitted

Table 3 shows the parameters used to calculate the detection efficiency.

Table 3 Experimental parameters used in the detection efficiency calculation.

Parameters Value
Detector efficiency of (ID100) Mp100 36%
Detector efficiency of (MPD) Nypp 37%
Transmission of Polarizing beam splitter Trpsi21 90%
Transmittance of Half Wave plate T AHWPO5M—600 98%
Transmittance of Neutral density filter TNE13B-A 5%
Branching efficiency My 50%

Channel transmissivity for a channel length of 1.5 m n, 96%

Where 14; is the detection efficiency for each arm of the BB84 receiver

_0.36X0.5x0.9x0.98

” 2 =0.165

_0.36%0.5X%0.9%0.98
0.96

Naz =0.165
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_ 0.37X0.5%0.9

Naz = 0.96 =0.173

_ 0.37X0.5%0.9

Nds =590 = 0.173
From the above relationship 7, can be defined as,[17]

1
nd=;ani (15)

0.165+0.165+0.173+0.173
Na= 2 ~0.17

By substituting the value 14 in equation (13) the value of p4,5 can be obtained as listed in Table (4)

Table 4. values of mean photon number estimated from Eq. (13).

HWP Ncpy Ncp2 Ncp3 Nips Niotal Haes
0° 7503 7495 9032 1668 25698 0.15
22.5° 10309 1024 4833 4815 20981 0.12
45° 7359 7338 233 7870 22790 0.13
67.5° 1259 21158 4633 4587 31637 0.19

The fluctuation in the mean photon number with the variation of the HWP angle is attributed to several
factors, such as imperfect optical components specifications and detection efficiency mismatch.

4. Conclusion

Based on the experimental results, it can be concluded that the mean photon number can be estimated with
enhanced accuracy by considering the detector efficiency, branching efficiency, and transmission efficiency
within the BB84 detection setup. Additionally, by employing a simplified configuration consisting of only
two neutral density filters (NDF), a half-wave plate (HWP), and a polarizing beam splitter (PBS), our
suggested configuration reduces the need for additional filters to optimize the target mean photon number.
This approach facilitates more efficient and precise measurements in QKD systems as it employs SPCMs
with low dark counts and high timing resolution and TDC with a time resolution reaching 81ps .
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