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Abstract: In this article, a short review on the feature of reality and locality in quantum optics is given.
The Bell inequality and the Bell states are introduced to show their direct use in quantum computer and
quantum teleportation. Moreover, quantum cryptography is discussed in some details regarding basic
ideas and practical considerations. In addition, a case study involving distillation of a quantum key based
on the given fundamentalsis presented and discussed.

Introduction

Since the 1920's, when the quantum physics
was invented, the discussions  about
understanding the theory correctly ill exist.
These discussions deal with important issues
like Einstien- Podolosky- Rosen paradox,
guantum non-locdity and the role of the
measurement in quantum physics[1] .

In 1933 it was redlized that this modern
theory has counter intuitive features that were
very clear in the famous dialogue between Nils
Bohr and Albert Einstein [2]. Two years later,
this subject was given a much important role in
a paper written by Einstein, Podolosky and
Rosen. In this paper an essential imperfections
of quantum theory was exposed [3].

The success of a physica theory could be
judged by answering two questions; is the theory
correct? and, does the description given by the
theory is complete?. The theory may be said to
be satisfactory if the answer of these two
guestions is positive [4].

We cannot determine by priori philosophica
consderations the eements of the physicd
redity. These dements must be found by results
of experiments and measurements.

The following criterion is sufficient to
describe redity, if the vaue of a physica
guantity can be predicted with certainty (i.e,
probability equals to 1) then there exists an

element of physical reality corresponding to this
physical quantity [4].

It was proven that the quantum mechanica
description of redlity given by wave function is
not complete [4]. Einstein, Podolosky and Rosen
had advanced their paradox as an argument that
guantum mechanics could not be a complete
theory but should be supplemented by additiona
variables [5].

Until 1964, the paper submitted by Einstein,
Podolosky and Rosen (EPR) remained purdy
philosophical. By 1964, a statement which is in
principle experimentally testable was derived by
Bdl. He darted from EPR's example in the
verson given by Bohm in 1957 [6]. He found
that in any modd, the correlation predicted
between two measurements must necessarily
comply with a s of inequdities nowadays
known as Bell inequalities [6]

S(ab,a,b) = |E(ab) —E(ab)| + |E(@,b)+E(a,b)| <2
@

where E(ab) is the corrdation coefficient of
measurements adong aa and b, b, while S
represents the Bdl parameter; it was the
meaning of second order correation.

In practice, the corrdation coefficients that
determine the Bell parameter are calculated
from what is known as coincidence counts, R's.
For example, E(ab) can be obtained by the
expressi on:
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where, R. (ab) is the number of coincident
events of detecting +1 at site 1 apparatus with
the andyzer oriented a& an angle (&8 and
detecting +1 at site 2 gpparatus with the analyzer
oriented at an angle (b).

It was found that this inequality will be
violated with S=2V2 for a singlet state of two
spin—half partides (y” Bell state). It is concluded
that a system that can be described by a locd
theory cannot mimic the behavior of entangled
dtates and hence the quantum theory must be a
non- local theory [6].

The genea setup for Bell experiment is
shown in Fig. (1). In this satup, corrdated
partides are emitted by the source. The qubits
fly back to back towards two anayzers to make
projection measurement in bases defined by the
analyzers parameters a and b respectively. The
measurements’ outputs are correlated in order to
enable them to be tested using Bell inequalities
whether the two-—particle system can be
described by alocal or by anon-local theory [6].

Ha b=

The Quantum Bits (Q bits) and Bell States

The bit is the most fundamental entity in
information science. It carries two possible
values, "0" and "1". It can be defined as a
system which is designed to have two
distinguishable states, such that the energy
barrier between them is sufficently large so that
no spontaneous transition can occur between
them [2]. The Q hit, is atwo- state system which
is the quantum analog of a bit. The two states
are simply cdled |0)and|l). Any quantum
system which has at least two states can serve as
aquantum bit.

The possibility of coherence and super-
position is the most general property of quantum
states when used to encode bits [2]. The genera
state s,

[Q=a[0)+p ] ®

with laf+|BF=1
This means that the qubit is in a
superposition of both states. If the qubit is
measured, it will be found with a probability

la [ to carry the value "0" and with a probability
of | B to carry thevalue"1", i.e,

p('0)=laf and p("1)=|p|® (4)
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Photons, eectrons, atoms, quantum dots and
s0 on can al be used as qubits. Interna states
such as the energy levds in an atom, and
externa states such as the direction of
propagation of a particle are aso possible to be
used as qubits [1].

For a par of two- states particles, there are
four possible Bell states tha are a widely used
choice of superposition.

The two states are [0> and |1>, the qubits are
labeled by the subscripts 1 and 2. The four states
are

> = (W~2) ([0), |1 ,+ |1 ,]0))
> =(142) ([0), [0, - |1> 0, ©
"> = (1/+/2) (|0), |0}, +
0>=(+2)(0),0), -

Each Bel dae represents a coherent
superposition of two possbilities. In this
superposition, the single- particle states are
direct product of complete states of each
individual particle. If A and B represent two

subsystem, |i}and| j) are a basis for A and B

then a combined state is entangled if it can not
be written in the form [7]

9a ci),2 ca CYlike 2 ©)

Given astate in the general form

|\|[>AB: é_- Cij|i>A| j>B )
0]

it is easy to determine whether it is entangled or
not. If each subsystem is in a mixed state then it
can be shown that it is entangled. If a locd
measurement is made on a subsystem of an
entangled state, the other system will be in a
mixed state [7].

Entanglement and the EPR Pairs

Entanglement is related to the issue of non-
locality in quantum theory. If two particles in
an entangled state are widdy separated, then
any measurement gpplied on one will
immediately influence the quantum state of the
other one. The particles seem as they are
communi cating faster than the speed of light but
special relativity is not violated because no
information is exchanged [1]. Entanglement
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describes correlations between quantum systems
that are much stronger than any classicad
correlations.

Entanglement can be achieved in the
laboratory by performing experiments in such a
way that it is possible to find , evenin principle ,
which particleisin which state .

Consider a source that emits a par of
partides such tha one particle emerges to the
left and the other to the right as shown in Fig.
(2). The particles from this source are emitted
with opposite momenta, the particles 1, 2 and in
qubit language are said to carry different bit
values. Either particle 1 carries "0" and particle
2 definitely carries "1", or vice versa. In this
source, if particle 1 emerging to the left is found
in the upper beam, then partide 2 traveling to
the right is found in the lower beam and vice
versa. Quantum mechanically this is a two-
particle superposition state of the form:

(14/2) (10> 1>, + €' |1>1 [0>) ©)

The phase f is just determined by the
internal properties of the source and for
simplicity f is assumed to be equa to zero. Equ.
(8) describes what is call ed entanglement [2].

Quantum computers, quantum te eportation
and quantum cryptography, are direct possible
gpplications of quantum optics.

Quantum Computer and Quantum
Teleportation

Quantum computer

The advantage of quantum computation as
compared to classica factoring appears in
providing exponential speedup for factoring and
quadratic speedup of search [8]. For example a
dassical problem requires eight months to be
solved with the aid of hundreds of computers.

In digital computers for example, a bit of
information can be represented by the voltage
between the plates of a capacitor. A charge on
the capacitor denotes 1 and the absence of the
charge denotes 0.

Two different polarizations of light or two
different dectronic states of an atom can be used
to encode one bit of information. In quantum
mechanics, if a bit can exist in either of two
distinguishable states, it can also exist in
coherent superposition of them; this means that

we have further states that have no classicd
analogous[2].

Quantum teleportation

Tedeportation is the ability to travd by
simply reappearing at some distant location. The
properties of the teleported object can be used to
characterize it. At the distant location, a copy of
the object is made by sending the scanned
information so that it can be used to reconstruct
the object. Bennett et al. have suggested that it is
possible to transfer the quantum state of a
particle onto another particle, i.e. the process of
guantum teeportation, without getting any
information regarding the state in the course of
this transformation. Entanglement can be used to
fulfill this requirement, which is the essentid
feature of quantum mechanics [9].

Fig. (3) shows the prindple of quantum
teleportation. Particle 1 is in its initial state
which Alice wants to teleport it to Bob from her
guantum system. Also, an ancillary entangled
pair of particles 2 and 3 is shared between Alice
and Bob and is emitted by EPR — source.

A joint Bell state measurement (BSM) is
performed by Alice on the initia particle and
one of the ancillaries, projecting them aso onto
an entangled state. The result of measurement,
done by Alice, is sent to Bob as dassicd
information followed by performing a unitary
transformation (U), done by Bab, on the other
ancillary particle which will result in it being in
the state of the origind particle.

Quantum Cryptography

One of the mature application of quantum
optics out of the three famous ones, quantum
teleportation, quantum computer and quantum
communication, is quantum cryptography in
communi cation.

In cryptography, two parties, Alice and Bob,
are enabled to mask confidential messages, so
that the transmitted data are illegible to any
unauthorized third party, Eve. A shared secret
key is used to achieve this. The quantum key
distribution recent devedopment covers this
major loophole of classica cryptography. Alice
and Bob are alowed to establish two completely
secure keys by a transmission of a single
quantum (qubits) along a quantum channel. The
basic principle of quantum key distribution
depends on the prohibition of nature from
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Fig. (1): The general setup for Bell experiment [6]
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Fig. (3): Principle of quantum teleportation [2]
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gaining information on the state of a quantum
system without disturbing it. In cdlassicd
channels eavesdropping can take place without
the sender or recever knowing, in quantum
cryptography this is not true where the measured
sequence will be disturbed by eavesdropping
[10]. To achieve an @&bsolute secure
communi cation, the secure keys can be used in a
one-time pad protocal [11].

If an unauthorized third party obtained any
infformation about the exchanged key, the
guantum bit eror rate (QBER) of the
transmitted data, which can be checked using a
suitable subset of the data will increase.

4The QBER consists of two parts, the first
part is the QBERq,: Which represents the fraction
of photons whose polarization or phase is
determined with an eror. The second part,
QBERge , is due to the dark count rate [12]. As
long as the quantum bit error rate of the sifted
key is bdow a certain threshold, Alice and Bob
can dill distill a secure key by means of
cdassicl eror corection and  privacy
amplification protocols. Then an exchange of a
confidential message in a complete privacy can
be achieved by using a secret key together with
the one— time pad protocol [6].

Practical Experimentsin Quantum
Cryptography

The work of Wiesner in 1970 is considered
as the origin of quantum cryptography. Wiesner
proposed that storing single —quantum states for
along period of time leads to the ability of using
them as counterfeit — proof money. Wiesner's
ideas were published in 1983, but they were
largely of academic interest. Later, Bennett and
Brassard redlized that single quanta can be used
for information transmission rather than being
used for information storage. In 1984 the first
guantum cryptography protocol was published
by them. The protocol was known as BB84 [13].

In BB84 scheme single photons are
transmitted from Alice to Bob. Alice and Bob
can detect any error caused by Eve if she triesto
extract information about the polarization of the
photons. Detection of errors by Bob and Aliceis
done by comparing random subsets of the
generated keys [11]. Table (1) illustrates the
protocal with the example of four polarization
qubits [2].

In this protocol, a random sequence of the
four canonical kinds of polarized photons is sent
from Alice to Bob. For each photon, the

rectilinear or diagonal polarization is chosen
randomly and independently by Bob. The kind
of measurement, not the result, made by Bob is
announced publicly by Bob and Alice tells him
publicly whether he made the correct
measurement. The data from these correctly —
measured photons are kept by Alice and Bab, all
the rest are discarded [14].

The system based on the BB84 protocol was
implemented by Bennett et a. [14] in 1992. The
system was realized by exchanging faint laser
pulses containing less than one photon on
average over a distance of 30 cm in air. This
experiment was very important because it had
proved the ability of using single photons
instead of classical pulses for encoding bits.

Fig. (4) shows a typica system for quantum
cryptography with the BB84 four state protocol
using the polarization of photons. Such a system
was used by Muller and his coworkers a the
University of Geneva in 1993 to peform
guantum cryptography experiments over optica
fibers. A key was created over a distance of
1100m with photons at 800nm. The transmission
distance was incressed by repesting the
experiment with photons a 1300 nm and a key
was cregted over adistance of 23 km [1].

In 1991, further advances in theoretica
quantum cryptography took place when EPR
"entangled" two-particle states were proposed
by Ekert to be used in implementing a quantum
cryptography protocol whose security was based
on Bdl's inequalities [13]. One particle out of
the entangled pair is received by both Alice and
Bob. Alice and Bob peform measurements
aong a least three different directions by
rotating the A basis around z- axis by certain
angles on each side specificaly, these angles are
f2=0,f,=pl4, f = p/8for Aliceand f," =
0, f,° = -p/8, fs> = p/8 for Bob, as the
superscripts imply [2].

To generate the keys, measurements along
the parale axis are used, while testing the
inequality is done using oblique angles, namely
(Fa? ), (Fa? £20), (2% f3°) and (F2% f2°) [2].
Ekert pointed out that eves dropping reduces the
degree of violation of Bdl's inequality because
it inevitably affects the entanglement between
the two constituents of a pair [9].

In Ekert scheme the corrdation coefficients
of the measurements performed by Alice aong
aand by Bob along the b, are[16]

E(a.by) =P (&, b)+P-(a by)- P+(a b) -
P.(a,b) ©)
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Table(1): Example of polarization protocol

1. Alice random basis ATA | A | A | A A A A
2. Alice bits 1 1 0 1 0 0 0 0
3. Polarization states sent to Bob Y@ o[ T %] » i)
4. Bob random basis A | A | A | A | A A A A
5. Bob hits 0 1 0 1 1 0 1 0
6. Same basis for both Alice and Bob? 6| 6| 6 0O
7. Sifted key 10 1 0
Alice
LD1 1
PBSY
LD2 \ ,
— BS| E O | /2
e . e I
Al |
Quantum l li :
channel g
LD4 [} ]
/ Waveplates

Fig. (4): Typica system for quantum cryptography with the BB84 four- state protocol
using the polarization of photons [15].

where, P:: (& b)) is the probability that result +1
has been obtained along & and +1 dong by
For the two pairs of anayzers of the same

orientation (a, by and a, by) quantum mechanics
total anti-correlation of the results obtained by
Alice and Bob:

E(ax,b1) = E(as,b,) =-1 (10)
The corrdation coefficient for which Alice and
Bob used analyzers of different orientation is,

S= E(ay,by) - E(ay,bs) + E(ag,by) + E(ag,b5)  (11)

where quantum mechanics requires that
S=-22 [16]. Then the measurements are
divided into two groups, the first for which they
used different orientations of analyzers, and a
second for which they used the same orientation
of their andyzers. The measurements in which
they failed to register a particle are discarded.
Subsequently, the results obtained within the
first group of measurement are only revealed.

This allows them to establish the value of S,
which should reproduce the result of (-200).
This assures the legitimate users that the results
they obtained within the second group are
uncorrelated and can be converted into a secret
key, which can be used in conventiond
cryptographic system[16].

Through the two experiments, polarization
transformation induced by long optical fiber was
found to be unstable over time. When QBER
was monitored for these two systems, it was
found that athough if remained stable and low
for some time (several minutes), it will increase
suddenly after a while, which is an indication for
a maodification of the polarization transformation
in the fiber. This means that an active alignment
for compensation for this evolution is required
inrea quantum cryptography system.

An active feedback alignment system was
implemented by Franson in 1995 [13]. It is
interesting to note that using polarization
maintaining fibers instead of standard fibers
does not solve the above problem. In 1998, a
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polarization encoded system for quantum
cayptogrgphy was  investigated by  Paul
Townsend of BT laboratories .The experiment
was investigated on short-span links up to 10 km
with photons a 800nm. In this experiment,
single mode propagation was assured by
carefully controlling the launching conditions
although sandard telecommunication fibers
were used [15]. As discussed above, it was
shown that using polarization coding does not
seem to be the best choice for quantum
cryptography in optical fibers[15].

In 1999, quantum cryptography based on the
properties of entangled photons was
demonstrated by three groups .The man
advantage of using photon pairs for quantum
cryptography, lies in the fact that empty pulses
can be removed, since the detection of one
photon of a par reveds the presence of a
companion. Thus, it is possible to have a
probability of emitting a non-empty pulse equal
to one In Fig. (5), atypica system for quantum
cryptography based on photon pairs entangled in
polarization is shown.

In this scheme, a two photon source emits
pairs of entangled photons flying back to back
towards Alice and Bob. The polarization-
entangled pairs are prepared using the process of
spontaneous parametric down conversion in a
nonlinear crystal [13, 17]. Two identically cut
adjacent crystals, BBO, are oriented in such a
way that their optic axes lie in a plane
perpendicular to each other. A polarization
beam splitter is used to anayze the photon. The
orientation of polarizing beam splitter with
respect to a common reference system can be
changed rapidly [13, 17].

In 2000, two experiments were carried out
by Jennewein and Nak. In both experiments,
photon pairs & a waveength of 700nm were
used. The photons were detected with
commercial single photon detectors based on
silicon APD's [15]. A BBO crysta pumped by
argon-ion laser was used in both experiments to
cregte photon pairs. The polarization state of the
photons was rotated by analyzers consisted of
fast modulators [15].

Such a crypto system was demonstrated by
the group of Anton Zelinger, then a the
University of Innsbruck over a distance of
360m, in 2000 [15] . The group of Paul Kwiat
from Los Alamos National Laboratory
demonstrated the Ekert protocol in the year
2000. The source and analyzers were separated
only by few meters with a table- top realization
[15].

Practical Considerations

Photon Sources

In optical quantum cryptography, single
photon Fock states are used. Experimentaly,
these states are difficult to redize. Faint laser
pulses or entangled photon pairs are used
nowadays for practica implementations. In
entangled photon pairs, where both the photon
are wel as the photon pair number distribution
underlies Poisson statistics [13].

Faint laser pulses

Coherent states with an ultralow mean
photon number 1 can be considered as a very
simple solution to approximate single photon
Fock states. These states can be redlized with
only standard semi-conductor lasers and
calibrated atenuators. The probability to find n
photons in such a coherent state follows the
Poisson statistics:

n
m

m
P(n = - e (12)

where p is the mean photon number.
Also the probability that a non-empty weak
coherent pulse contains more than one photon,

1 PO PAm)
1 POM

-1 e (1+m)@E

1 &M 2

P (n>1|n>0,n) =

n
(13)

can be made arbitrarily small .

Weak pulses are extremdy practicd and
have been used in wide range of experiments,
but they have one mgor drawback, when 1 is
small most pulses are empty: P (n=0) ~ 1.
Nowadays experiments rely on p=0.1, meaning
that 5% of the non empty pulses contain more
than one photon [13].

Photon pairs generated by parametric down
conversion

Single- photon states could be created by the
generation of photon pairs and then using one
photon as a trigger for the other one. In contrast
to the sources discussed before, the second
detector must be activated only when a photonis
detected by the first one, hence when p=-1, and
not whenever there is an emission of a pump
pulse this will solve the problem of empty
pulses.
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PHOTON PAIR 1
SOURCE

QUANTUM CHANNEL

BOB

Fig. (5): Typica system for quantum cryptography based on photon pairs entangled in polarization [12]

Spontaneous parametric down conversion
technique is a ¢ @ nonlinear crystal is used to
generate photon pairs. In this process which
represents the inverse of the wdl known
frequency doubling, a photon spontaneously
splits into two daughter photons with concerning
tota energy and momentum. The momentum
conservation is called phase matching. Phase
matching can be achieved by exploiting the
birefringence of non-linear crysta

Photon pairs generated by parametric down
conversion have an advantage if thar
entanglement is exploited rather than a single
photon source [13]. The current schemes for
down—conversion employ the natural
birefringence of specific nonlinear crystals, like
b-barium-borate (BBO). Also semiconductors
such as GaAs or GaP have ¢ @ about two orders
of magnitude larger than that of commonly used
aystals such as BBO. This together with the
existence of wdl devdoped microfabrication
techniques for these materials, makes it
dtractive to explore ways of creating
semiconductor based entangled photon sources
[18].

Photon guns

The ideal single photon source is a device
that when one pulls the trigger, and only then
emits one photon. This is known as a photon
gun.

The devdopment of efficient solid-state
single-photon sources is an important pre-
request for a large scae implementation of
secure tdecommunication systems based on

guantum cryptography.

Various <0lid sate emitters induding
molecular, F-centers, semiconductor nano-
crystals and self-assembled quantum dots (QDs)
emit under proper excitation conditions
untibunched light. QDs exhibit good stability,
nearly unity quantum efficiency, short radiative
lifetime, a quasi-monochromeatic emission, and
can essily be inserted inside semiconductor
micro-cavities [16].

The maost common way of creation of
entangled photons at wavelength in the red or
near infrared region is the gspontaneous
parametric down conversion. Most experiments
suffer from low yied of the fluorescence
process. A method is reported to optimize
collection efficdency by matching the angular
distribution of the parametric fluorescence to the
spatial mode of an opticd fiber [9].

Quantum channels - Single mode fibers and
polarization effect

An idea quantum channd is provided with a
singleemode fiber with perfect cylindricd
symmetry. But some asymmetries exist in al
reel fibers. As a result, the two polarization
modes are no longer degenerated but each has
its own propagation constant. A similar effect is
caused by chromatic dispersion, where the group
delay depends on the wavelength.

Common source of problems in all opticd
communication schemes are the polarization
effects in single-mode fiber.

Nowadays, the remaining birefringence is
small enough for the telecom industry, but any
birefringence even extremdy small, will aways
reman a concern in quantum communication.
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This is clearly true for polarization based
systems and also equaly a concern for photon
based systems because the interference visibility
depends on the polarization states [13].

Single-photon detection

The possibility of detection of single
photons determines the success of quantum
cryptography. Various detection devices can be
used to achieve this, like photomultipliers,
avalanche photodiodes, and multichanne plates.
For photons in the range of wavelengths (600 —
800) nm, the commercialy available single —
photon counting modules based on silicon (Si)
avalanche photodiodes (APDS) have high
eficiendes and low — noise rates. Operating in
this region will affect the data rate and error rate
because the attenuation of single — mode fiber is
quite high in this region (~ 3 db), on the other
hand optical fibers have much lower attenuation
in the infra — red at the 1.3 um wavelength and
more lower atenuation at 1.55 pum.

Although Ge and InGaAs APDs are
commercially avallable, there ae no
commercially available single- photon modules.
Nevertheless , it was shown that single photons
a 1.3 pm can be detected by Ge APDs by first
cooling them to reduce noise and then be
operated in so-called Geiger mode in which they
are biased above breskdown [13].

Quantum Key: A Case Study

Results of 36-run process of simulation
software are listed in Table (2). This software
simulates a quantum cryptographic system based
on photonic entanglement using the basic
Ekert’s protocol. The BB89 protocol is used for
error elimination together with universal hashing
technique by random binary matrix as a privacy
amplification method. The simulated redity
supposes an EPR-source emits maximally
entangled photons prepared in Y™ —Bdl’s state,
to the legitimate parties Alice and Baob. Eve, a
malicious eavesdropper, attacks photons
utilizing the intercept/resend strategy with
strong filteration measurement of the attacked
photons. Innocent noise is dso taken into
account.

Table (2) considers only three paramgers:
sifted key length, QBER, and Bell parameter
when the EPR-source emits 5000 EPR pairs.
One can notice the following:

i) In genea, Bell parameter drops with
increesing QBER (i.e, increasing Eve's attack
level). For example, QBER=0 (i.e., Eve does not
atack any photon at dl) in run #21 and the
corresponding [Sj= 2.8216, which violates Bell's
inequaity maximaly. On the other extreme,
QBER= 0.1266 in run #34 (the maximum
among all the 36 runs) and the corresponding
|S|= 2.0305.

Actualy, Eve must make a trade-off between
her information gain and the induced QBER
when she performs her attack, because if she
intervenes severdy she may gain large amount
of information about the shared key between
Alice and Bob but in the other hand she will be
exposed by the Bell inequality which may not be
violated in this case dueto the high QBER.

ii) The sifted key has a maximum length in this
assembly of samples in run #21, nggeq= 1159 bits
due to Eve's absence. It not necessary that when
QBER be at its minimum extreme, the sifted key
length be a its maximum one, because Eve
attacks photons randomly (either photons at
matched analyzer's orientations, mismatched
ones, or destroyed photons due to innocent
noise). Hence she may attack a large number of
photons collectively, but the attack’s share of
the similar orientations group-photons (which
are responsible for establishing the sifted key
string) may be small. So, final discovered errors
by Alice and Bob which determine QBER will
also be small. In fact, the innocent noise pulses
also play a vital role in deciding the sifted key

length.
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Table (2); Results of a 36-run process of the
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